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Railway Alert Network (RAN) Cybersecurity Advisory: CISA Releases Complement to Tool for
Detecting Possible Compromised Accounts and Applications — Azure/M365 Environment

April 14, 2021

Executive Summary:

As of Thursday, April 8, the Department of Homeland Security’s (DHS) Cybersecurity and
Infrastructure Security Agency (CISA) announced release of a new tool to complement the
Sparrow detection capability issuedin December 2020.

The new tool, designated “Aviary,” is intended for use by information technology and
cybersecurity staffs for more effective visualization and analysis of data produced by
Sparrow.

CISA developedto
support hunting for
threat activity inthe Using Aviary to Analyze Post-Compro

wake of Widespread Threat Activity in M365
Environments

exploitation by a
highly sophisticated
illicit cyber actor of
vulnerabilitiesin the
SolarWinds Orion
software supply
chain.

A third tool, made available as of March 21, 2021 — the CISA Hunt and Incident Response
Program (CHIRP) tool — scans for signs of advanced persistent threat (APT) compromise.
- CHIRP searches specifically forindicators of compromise associated with malicious
activity detailedin
= CISA Activity Alert AA20-352A: Advanced Persistent Threat Compromise of
Government Agencies, Critical Infrastructure, and Private Sector Organizations;
and
= CISA Activity Alert AA21-008A: Detecting Post-Compromise Threat Activityin
Microsoft Cloud Environments. This Alertalso addresses activity—irrespective of
the initial access vector leveraged—that CISA attributes to an APT actor.
= Watch the CISA video for using CHIRP:
https://www.youtube.com/watch?v=UGYSNiNOpds

Please note: This message is intended to provide awareness of these tools developed by
DHS/CISA, their purpose, and their intended usage. For troubleshooting, technical questions,
and reporting of issues and concerns regarding performance, CISA has established a GitHub
site at Sparrow GitHub.
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https://github.com/cisagov/Sparrow
https://github.com/cisagov/sparrow/releases
https://us-cert.cisa.gov/ncas/alerts/aa20-352a
https://us-cert.cisa.gov/ncas/alerts/aa20-352a
https://us-cert.cisa.gov/ncas/alerts/aa21-008a
https://us-cert.cisa.gov/ncas/alerts/aa21-008a
https://www.youtube.com/watch?v=UGYSNiNOpds
https://github.com/cisagov/Sparrow
https://us-cert.cisa.gov/ncas/current-activity/2021/04/08/using-aviary-to-analyze-post-compromise-threat-activity
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Detailed Discussion:

Via a publicannouncement originally issued on Thursday April 8, the Department of Homeland
Security’s (DHS) Cybersecurity and Infrastructure Security Agency (CISA) “released ‘Aviary, a
new companion resource to its existing Sparrow detection tool” intendedto help
organizations—in governmentand industry — to detect possible compromised accounts and
applications in the Microsoft Azure Active Directory (AD), Office 365 (0365), and Microsoft
365 (M365) environments.

Per an accompanying notification issued by the United States Computer Emergency Response
Team (US-CERT):
“Aviary is a new dashboard that CISA and partners developed to help visualize and
analyze outputs from its Sparrow detection tool releasedin December 2020.”

- “Sparrow helps network defenders detect possible compromised accounts and
applicationsin Azure/Microsoft 0365 environments. CISA created Sparrow to support
hunts for threat activity following the SolarWinds compromise.”

- “Aviary —a Splunk-based dashboard —facilitates analysis of Sparrow data outputs.”

The Sparrow tool:
- Checks and installsthe required PowerShell modules onthe machine to analyze;
- Then checks the unified auditlogin Azure/M365 for certain indicators of compromise;
and
- Lists Azure active directory (AD) domains and checks Azure service principals and their
Microsoft Graph application programming interface (API) permissionstoidentify
potential malicious activity.

Sparrow outputs the data into multiple CSV files that are located inthe user’s defaulthome
directory ina foldercalled ‘ExportDir’ (ie: Desktop/ExportDir). Informed by customer feedback
on experience using Sparrow, CISA has developed Aviary for use by information technology
and cybersecurity staffs for more effective visualization and analysis of data produced by
Sparrow.

CISA encourages network defendersinterestedin using Aviary to facilitate analysis of output
from Sparrow to review CISA Activity Alert: AA21-008A: Detecting Post-Compromise Threat
Activity in Microsoft Cloud Environments.
- Please note that CISA has updated the Sparrow tool section in Activity Alert AA21-008A
withinstructions on usingthe Aviary tool. Key extracts follow:

Aviary is able to analyze the following sources from Sparrow:
- AppUpdate_Operations_Export.csv
- AppRoleAssignment_Operations_Export.csv
- Consent_Operations_Export.csv
- Domain_List.csv
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https://github.com/cisagov/sparrow/releases
https://github.com/cisagov/Sparrow
https://github.com/cisagov/Sparrow
https://github.com/cisagov/sparrow/releases
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fus-cert.cisa.gov%2Fncas%2Falerts%2Faa21-008a&data=04%7C01%7Ctfarmer%40aar.org%7Cbdfa6e92f26c4871a92c08d8face6686%7C09685136937349e7bae413ac95af064b%7C0%7C0%7C637535111681730480%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=vQvO4fbjuHxyZfEgBeBnBG7wl4Gp%2B%2Fz%2B%2FdJeCTaQnWM%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fus-cert.cisa.gov%2Fncas%2Falerts%2Faa21-008a&data=04%7C01%7Ctfarmer%40aar.org%7Cbdfa6e92f26c4871a92c08d8face6686%7C09685136937349e7bae413ac95af064b%7C0%7C0%7C637535111681730480%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=vQvO4fbjuHxyZfEgBeBnBG7wl4Gp%2B%2Fz%2B%2FdJeCTaQnWM%3D&reserved=0
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Domain_Operations_Export.csv
Fileltems_Operations_Export.csv
Mailltems_Operations_Export.csv
PSLogin_Operations_Export.csv
PSMailbox_Operations_Export.csv
SAMLToken_Operations_Export.csv
ServicePrincipal_Operations_Export.csv

Directions:

i

ii.
iii.
iv.

Ingest Sparrow logs (sourcetype=csv)

Import Aviary .xml code into new Dashboard

Point Aviary to Sparrow data using the index and host selection
Review the output.

Alert (AA21-008A) Detecting Post-Compromise Threat Activity in Microsoft Cloud
Environments:

(Updated April 8, 2021): CISA has created “Aviary,” which is a companion Splunk dashboard that
can assistin visualizingand reviewingthe output of Sparrow. Network defenders can find

Aviary on CISA's Sparrow GitHub page. CISA advises network defendersto performthe
followingactionsto use Sparrow: Technical Details.

Use Sparrow to detect any recent domain authentication or federation modifications.
Examine logs for new and modified credentials applied to applications and service
principals; delineate forthe credential type. Sparrow can be usedto detectthe
modification of service principals and application credentials.

Use Sparrow to detect privilege escalation, such as adding a service principal, user, or
group to a privilegedrole.

Use Sparrow to detect OAuth consentand users’ consent to applications, which is useful
forinterpreting changes in adversary tactics, techniques, and procedures (TTPs).

Use Sparrow to identify anomalous Security Assertion Markup Language (SAML) token
sign-ins by pivoting on the unified audit log UserAuthenticationValue of 16457, which is
an indicator of how a SAML token was builtand a potential indicator for forged SAML
tokens.

Review the PowerShell logs that Sparrow exports.

Use Sparrow to check the Graph APl application permissions of all service principals and
applicationsin M365/Azure AD.

Review Sparrow’s listed tenant’s Azure AD domains, to see if the domains have been
modified.

For customers with G5 or E5 licensinglevels, review MailltemsAccessed forinsightinto
what applicationidentification (ID) was used for accessing users’ mailboxes. Use
Sparrow to query for a specificapplication ID using the applicationidentification (appid)
investigation capability, which will check to see if it is accessing mail or file items.
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https://github.com/cisagov/Sparrow
https://us-cert.cisa.gov/ncas/alerts/aa21-008a
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(Updated April 8 2021): Aviary can be used to assist with performingthe above tasks. To install
Aviary, after running Sparrow:

1. Ingestcomma separated values (CSV) output from the Sparrow PowerShell scriptinto
Splunk.
a. Sparrow output will have the following defaultfilenames, which should not be
modified:

AppUpdate_Operations_Export.csv, AppRoleAssignment_Operations_Export.csy,
Consent_Operations_Export.csv, Domain_List.csv, Domain_Operations_Export.cs
v, Fileltems_Operations_Export.csv, Mailltems_Operations_Export.csv, PSLogin_
Operations_Export.csv, PSMailbox_Operations_Export.csv, SAMLToken_Operati
ons_Export.csv, and ServicePrincipal_Operations_Export.csv

2. Copy and paste the contents of the .xml file (aviary.xmlinthe root directory) into a new

dashboard.
3. Use the data selectionfiltersto pointto the indexed Sparrow data (see figure 1)

Data Index : Host : Time Range :

m365 sparrow X All time

Data
Selection Filters

A third capability developed and issued by CISA that merits attention isthe CISA Hunt and
Incident Response Program (CHIRP) tool, which the agency released as of March 21, 2021.
- This Python-based tool enables detection of malicious activity associated with the
SolarWinds hackers in compromised on-premises enterprise Microsoft Windows
environments.

CHIRP scans for signs of advanced persistentthreat (APT) compromise — which are commonly
associated with active involvement orsponsorship and support by nation-state actors — within
an on-premises environment. By default, the CHIRP tool searches for indicators of
compromise associated with malicious activity detailedin CISA Activity Alerts AA20-352A and
AA21-008A.

- AA20-352A: Advanced Persistent Threat Compromise of Government Agencies,
Critical Infrastructure, and Private Sector Organizations: Focuses primarilyonan APT
actor’s compromise of SolarWinds Orion products and exploitation affecting federal
governmentagencies, critical infrastructure entities, and private network organizations.

- AA21-008A: Detecting Post-Compromise Threat Activity in Microsoft Cloud
Environments: AddressesAPT activity within Microsoft 365/Azure environmentsand

UNCLASSIFIED


https://us-cert.cisa.gov/ncas/alerts/aa21-077a
https://us-cert.cisa.gov/ncas/alerts/aa21-077a
https://us-cert.cisa.gov/ncas/alerts/aa20-352a
https://us-cert.cisa.gov/ncas/alerts/aa20-352a
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offersan overview of, and guidance on, available open-source tools. The Alertincludes
the CISA-developed Sparrow tool that helps network defenders detect possible
compromised accounts and applicationsin the Microsoft Azure Active Directory (AD),
Office 365 (0365), and Microsoft 365 (M365) environments.

Further, CHIRP:
- Examines Microsoft Windows event logs for artifacts associated with thisillicitactivity;
- Scans Windows Registry for evidence of intrusion;
- Queries Windows network artifacts; and
- Applies YARA rules to detect malware, backdoors, or implants.

In its publicstatementissued on release of this capability, DHS emphasized, “The CISA Hunt and
Incident Response Program (CHIRP) is a tool created to dynamically query Indicators of
Compromise (loCs) on hosts with a single package, outputtingdata in a JSON format for further
analysisin a SIEM or other tool. CHIRP does not modify any system data.”

Currently, CHIRP scans for:
- The presence of malware identified by security researchers as TEARDROP and
RAINDROP;
- Credential dumping certificate pulls;
- Certain persistence mechanisms identified as associated with this campaign;
- System, network, and M365 enumeration; and
- Known, observable indicators of lateral movement.

As additional relevant references, CISA recommends:
- Remediating Networks Affected by the SolarWinds and Active Directory/M365
- Supply Chain Compromise

Updates will follow as additional informationis provided by CISA, the Federal Bureau of
Investigation (FBI), and otherreliable sources.

Distribution:

Please feel free to disseminate this message, and to use all or portions of its content, widely to
inform cyber security awareness throughout your respective railroads and industry
organizations.

You may also share thisinformation with contracted information technology and cyber security

support, customers, colleaguesinlocal and State law enforcement, State fusion centers, and
Federal security and law enforcement agencies.
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https://securityaffairs.co/wordpress/115311/malware/microsoft-solarwinds-malware.html
https://securityaffairs.co/wordpress/113620/hacking/raindrop-solarwinds-attacks.html
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